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Abstract

Modern machine learning systems are susceptible to adversarial examples; inputs that preserve
the characteristic semantics of a given class, but whose classification is incorrect. Current
approaches to defense against adversarial attacks rely on modifications to the input (e.g.
quantization) or to the learned model parameters (e.g. via adversarial training), but are not
always successful. We discuss some of the enablers of successful adversarial attacks via an
empirical analysis of commonly used datasets. We propose a novel defense mechanism in which
the model outputs are represented and decoded in a fundamentally different way from current
approaches. We demonstrate improved robustness via detailed testing on commonly used
datasets. The resulting architecture has several advantages: it yields meaningful probability
estimates, it declares uncertainty when it should, is fast during training and testing. Time
permitting, the talk will include a discussion of novel approaches to detection of adversarial
examples.
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